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This procedure federates the production Fusion identity domain with Microsoft Entra ID, so that  users authenticate with their Entra credentials, and then configures SCIM provisioning so that Entra creates, updates and deactivates those users' accounts in the domain automatically. Both are configured on a single Entra enterprise application. Production goes live on 1 November 2026; this is part of preparing the environment for go-live, so no change window is required. The configuration should be complete and verified before go-live, after which any change to it becomes a production change.
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1. Approach
Two separate capabilities are configured here, and it is worth keeping them distinct because they fail differently.
1. Single sign-on (SAML federation) decides who authenticates the user. Entra verifies the credential and conditional access, and the identity domain accepts Entra's assertion. It does not create accounts: a user who authenticates at Entra but has no matching account in the domain is refused.
1. SCIM provisioning decides which accounts exist in the domain. Entra pushes the users and groups assigned to the enterprise application into the domain, keeps their attributes current, and deactivates them when they are unassigned.

Both are configured on the same Entra enterprise application. One application means one assignment list: the people who can sign in and the people who are provisioned are, by construction, the same people. Two applications — one for SSO and one for provisioning — would leave two lists to keep in step, and the first time they drift a user is either provisioned and unable to sign in, or able to authenticate at Entra with no account to land in.

	Stage
	What happens
	Effect
	Before go-live

	Part A, Steps A1–A5
	Entra application built; Entra registered and activated as an identity provider in the domain
	Entra available to the domain but not offered at sign-in
	Build

	Part A, Step A6
	Entra added to the domain's identity provider policy
	The production sign-in page offers Entra
	Build

	Part B, Steps B1–B4
	Confidential application, provisioning connection and attribute mappings configured; provisioning not started
	No accounts written
	Build

	Part B, Steps B5–B6
	First provisioning cycle writes accounts into the production domain
	Initial population load of the go-live user base, federated status set
	Build and verify


2. The production domain today
The production Fusion identity domain is small and quite unlike the non-production domains. It holds eight accounts and seven groups.

	Account
	Type
	Effect of this procedure



The six service and administrative accounts are members of the domain groups System_Users, Monitors, Operators, PSCR Submitter Group and RATS_Monitoring. SCIM provisioning only touches accounts and groups that Entra is told to manage, so none of these is changed by this procedure provided no Entra group of the same name is assigned to the application.

	Check before choosing the identity mapping
The tenancy inventory carries no primary email address for any account in any Fusion identity domain, production included. That may be a limitation of the export rather than the true state of the accounts, but it has to be checked in the console before Step A4, because the choice of how Entra and the domain match a user depends on it. See Section 4.


3. Prerequisites
1. OCI side: the change is carried out by the tenancy administrator, a member of the Default domain Administrators group, who holds full administrative rights over ERP@fa-icfdjb-msb7c. No further role grants are required.
1. Entra side: an administrator holding the Global Administrator, Cloud Application Administrator or Application Administrator role in 's Entra tenant, available for the whole of Part A and Part B.
1. The Entra security groups whose members should have production access identified, with their approvers. Only these groups will be assigned to the application.
1. A named pilot user who exists in Entra and should have production access — the existing  account in the domain is the natural candidate.
1. The production Fusion URL recorded, for use as the application's sign-on URL in Step A3.
1. The current Default Identity Provider Policy in the domain recorded — its rules and assigned identity providers — as the rollback baseline for Step A6.

Recovery path. The administrator reaches the OCI Console through the Default domain, which this procedure does not change, and the six local service and administrative accounts in the production domain are untouched. Neither route depends on Entra, so a fault in the federation cannot remove administrative access to correct it.
4. Decision — how a user is matched
When Entra sends an assertion, the domain has to find the account it belongs to. Entra sends one value as the Name ID, and the domain compares it against one of its own user attributes. The two sides must hold the same value for every user, or the sign-in fails even though authentication succeeded.

	
	Option A — email address
	Option B — user name

	Entra Name ID source
	user.mail
	user.userprincipalname

	Requested Name ID format in the domain
	Email address
	Email address

	Identity provider user attribute
	SAML assertion Name ID
	SAML assertion Name ID

	Identity domain user attribute
	Primary email address
	User name

	Works when
	Every account's primary email address is populated and identical to the Entra mail attribute
	Every account's user name is identical to the Entra user principal name

	Fit for this domain
	Unproven — the inventory shows no primary email addresses
	Fits the evidence — the  user name in the domain is already in principal-name form



Recommendation: Option B, unless the console check in Section 2 shows primary email addresses populated and matching. It matches on the attribute the domain demonstrably holds, and it keeps SSO and SCIM consistent — SCIM writes the Entra user principal name into the domain user name by default, so the value Entra provisions is the value Entra later asserts. The steps below give both settings at Step A4 and Step A5; use one option consistently in both places.


Part A — Single sign-on federation
A1. Export the domain's service provider metadata
1. Sign in to the OCI Console as the tenancy administrator and open Identity & Security → Domains → ERP@fa-icfdjb-msb7c.
1. Open Settings → Domain settings. Under Access signing certificate, select Configure client access, then Save changes. This allows the domain's signing certificate and metadata to be read without signing in, which Entra needs.
1. Return to the domain overview and copy the Domain URL from the domain information panel.
1. In a new browser tab, open the domain URL with /fed/v1/metadata appended — for example https://idcs-<unique-id>.identity.oraclecloud.com:443/fed/v1/metadata.
1. Save the returned document as an XML file, for example msb7c-sp-metadata.xml, and file it in the change record.
A2. Create the Entra enterprise application
1. Sign in to the Microsoft Entra admin center at https://entra.microsoft.com.
1. Go to Identity → Applications → Enterprise applications and select New application.
1. Search the gallery for Oracle Cloud Infrastructure Console and select the tile published by Oracle Corporation.
1. Enter a name that identifies this as the production Fusion application, and select Create.
A3. Configure SAML single sign-on on the application
1. In the new application, under Getting Started, select Get started under Set up single sign on, then choose SAML.
1. Select Upload metadata file and choose the XML file saved in Step A1. This populates the Identifier (Entity ID) and Reply URL from the domain.
1. Set the Sign on URL to the production Fusion URL recorded in Section 3, so that the application tile in My Apps opens Fusion.
1. Select Save, and close the upload panel. Decline the offer to test at this point — testing follows in Step A7.
1. On the Set up Single Sign-On with SAML page, under SAML Certificates, download the Federation Metadata XML and file it in the change record. Record the signing certificate's expiry date in the operations calendar.
A4. Set the Name ID claim
1. In the application, open Single sign-on and select Edit under Attributes & Claims.
1. Select the required claim Unique User Identifier (Name ID).
1. Set Name identifier format to Email address, and set Source attribute according to the Section 4 decision: user.userprincipalname for Option B, or user.mail for Option A.
1. Select Save.

No group claims are needed. Authorisation in the domain is driven by the groups SCIM provisions in Part B, not by groups carried in the assertion.
A5. Register and activate Entra as an identity provider in the domain
1. In the OCI Console, open ERP@fa-icfdjb-msb7c → Federation → Identity providers.
1. Select Add IdP, then Add SAML IdP.
1. Enter a name for the identity provider, for example Entra ID, and select Next.
1. Keep Import identity provider metadata selected and upload the Federation Metadata XML downloaded in Step A3. Select Next.
1. Under Map user identity, set Requested NameID format to Email address and Identity provider user attribute to SAML assertion Name ID. Set Identity domain user attribute to User name for Option B, or Primary email address for Option A. Select Next.
1. Review the configuration and select Create IdP.
1. Select Activate.

At this point Entra is a working identity provider in the domain, but no sign-in page offers it, so no user is affected.
A6. Offer Entra at sign-in
1. Open ERP@fa-icfdjb-msb7c → Federation → Identity provider policies and open the Default Identity Provider Policy.
1. From the Actions menu of its rule, select Edit IdP rule.
1. Under Assign identity providers, add the Entra identity provider created in Step A5 to the list, keeping Username-Password in place.
1. Select Save changes.

	Keep Username-Password in the rule
Six of the eight accounts in this domain are local service and administrative accounts with no Entra identity. Removing Username-Password from the default rule would leave them no way to sign in. When the username-first procedure is applied to this domain, the default rule is replaced by explicit routing:  user names to Entra, everything else to the local path.


A7. Test single sign-on
The pilot user must exist in the domain and be assigned to the Entra application. If Part B has not yet run, assign the pilot user in Entra under Users and groups → Add user/group, confirm the account already exists in the domain under the matching user name, and then test.
1. In a private browser window, open the production Fusion URL.
1. On the sign-in page, choose the Entra option. The browser is redirected to Microsoft sign-in.
1. Sign in as the pilot user and complete any multi-factor prompt required by conditional access.
1. Confirm the user lands in Fusion with the expected roles.
1. Repeat as an Entra user who is not assigned to the application. Entra refuses the sign-in with error AADSTS50105, stating that the application requires assignment. That refusal is the correct result.


Part B — SCIM provisioning from Entra
Provisioning is configured on the same Entra application built in Part A. It is set up completely — connection, attribute mappings and scope — before the first cycle runs, so that the very first write into the production domain already carries the correct federated and notification settings.
B1. Create a confidential application in the domain
Entra needs a credential it can use to call the domain's SCIM interface. A confidential application holding the User Administrator role provides it, and limits Entra to user and group management rather than full domain administration.
1. In the OCI Console, open ERP@fa-icfdjb-msb7c → Integrated applications and select Add application.
1. Choose Confidential Application and select Launch workflow.
1. Enter a name that identifies the application as the Entra provisioning client, and select Next.
1. Under Client configuration, select Configure this application as a client now.
1. Under Authorization, select Client credentials.
1. Under Client type, select Confidential.
1. In Token issuance policy, set Authorized resources to Specific.
1. Select Add app roles, then Add roles, choose User Administrator, and select Add.
1. Select Next, then Finish.
1. On the application overview page, select Activate and confirm.
B2. Generate the secret token
1. Copy the Domain URL from the domain overview, if it is not already recorded from Step A1.
1. In the confidential application, open OAuth configuration and, under General information, copy the Client ID. Select Show secret and copy the Client secret.
1. Open Cloud Shell from the OCI Console and generate the token, which is the base64 encoding of the client ID and secret joined by a colon:

echo -n <client-id>:<client-secret> | base64 --wrap=0

1. Copy the returned value. This is the secret token Entra uses.
1. Clear the command from Cloud Shell history with history -c, since it contains the client secret in plain text.
1. Store the client ID, client secret and token in the secrets store rather than in the change record, and record the secret's rotation date. When the client secret is rotated, the token in Entra must be regenerated and replaced or provisioning stops.
B3. Connect provisioning in Entra
1. In the Entra admin center, open the enterprise application created in Step A2.
1. Under Manage, select Provisioning, then Get started, and set Provisioning Mode to Automatic.
1. In Tenant URL, enter the domain URL followed by /admin/v1 — for example https://idcs-<unique-id>.identity.oraclecloud.com/admin/v1.
1. In Secret Token, enter the token generated in Step B2.
1. Select Test Connection. A message confirming that the supplied credentials are authorised to enable provisioning indicates success.
1. Select Save. Do not start provisioning yet.
B4. Set the attribute mappings and scope
Two mappings are added to the user mappings before the first cycle. Both use an expression that always evaluates to true.
1. In Provisioning, select Edit Provisioning, then Mappings, then Provision Microsoft Entra ID Users.
1. Under Attribute Mappings, select Add New Mapping. Set Mapping type to Expression, Expression to CBool("true"), and Target attribute to urn:ietf:params:scim:schemas:oracle:idcs:extension:user:User:isFederatedUser. Select Ok.
1. Select Add New Mapping again. Set Mapping type to Expression, Expression to CBool("true"), and Target attribute to urn:ietf:params:scim:schemas:oracle:idcs:extension:user:User:bypassNotification. Select Ok.
1. Confirm the userName mapping sources userPrincipalName, which is the Option B matching value. Select Save.
1. Return to Provisioning settings and confirm Scope is set to Sync only assigned users and groups. Save.

	Mapping
	Effect

	isFederatedUser = true
	The account authenticates only through Entra. Any local password on the account can no longer be used to sign in, which is what enforcing SSO for  users means in practice.

	bypassNotification = true
	No welcome or account-change email is sent when Entra creates or updates the account.

	Scope: assigned users and groups only
	Entra provisions only what is explicitly assigned to the application, never the whole directory.


B5. Assign, pilot and start provisioning
1. In the application, under Manage, select Users and groups, then Add user/group.
1. Under Users and groups, select None Selected, choose the production access groups identified in Section 3 and the pilot user, select Select, then Assign.
1. In Provisioning, use Provision on demand for the pilot user first. Confirm the result shows the account created or updated in the domain with no errors.
1. Check the pilot account in the OCI Console under ERP@fa-icfdjb-msb7c → Users: the user name matches the Entra principal name and Federated shows Yes.
1. Return to Provisioning and select Start provisioning. The first cycle provisions the remaining assigned users and groups.
B6. Confirm the first cycle
1. In Provisioning, wait for Current cycle status to show the cycle completed, and compare the number of users provisioned with the membership of the assigned groups.
1. Review the provisioning logs for skipped or failed records and resolve each one before go-live.
1. In the OCI Console, confirm the provisioned users and groups appear in the domain and that the six local service and administrative accounts are unchanged.
1. Sign in as a second provisioned user through Fusion to confirm that SSO and provisioning agree on that user.

	Unassignment deactivates
Removing a user or group from the Entra application deactivates the corresponding accounts in the domain. In a Fusion identity domain, that ends the user's production Fusion sign-in. It is the intended leaver behaviour, and from go-live it also means an accidental group removal in Entra is a production access incident. Restrict who may change the application's assignments.


Verification
	ID
	Test
	Expected result

	T-01
	Pilot user opens the production Fusion URL and chooses Entra
	Redirect to Microsoft sign-in, conditional access applied, lands in Fusion with the correct roles.

	T-02
	Pilot user launches the application tile from My Apps
	Lands in production Fusion.

	T-03
	Entra user not assigned to the application attempts sign-in
	Refused by Entra with AADSTS50105. Never reaches Fusion.

	T-04
	Provisioned user attempts to sign in with a local password
	Refused — the account is federated.

	T-05
	faadmin and one monitoring account sign in locally
	Unaffected.

	T-06
	Pilot user is removed from the application in Entra and a provisioning cycle runs
	Account is deactivated in the domain. Re-assign afterwards and confirm it is reactivated.

	T-07
	A provisioned user's display name is changed in Entra
	The change reaches the domain on the next cycle.

	T-08
	Scheduled Fusion and integration processes run after the change
	Unaffected. Machine traffic does not use interactive sign-in, but verify rather than assume.


Rollback
	If the fault is in
	Action
	Effect

	Step A6 — sign-in page
	Remove the Entra identity provider from the Default Identity Provider Policy rule and save.
	The sign-in page returns to the baseline immediately. No account is affected.

	Steps A5 or earlier
	Deactivate the Entra identity provider in the domain, or leave it; it is not offered anywhere until Step A6.
	None visible.

	Step B5 or B6 — provisioning
	Stop provisioning in Entra. Correct the mapping or assignment, then resume.
	No further writes. Accounts already created remain and can be corrected in place or deactivated.

	Federated status on an account
	Clear the federated flag on the affected account in the domain console.
	The account can use a local credential again — for emergency use only, and re-provision afterwards.


Risks and open points
	ID
	Item
	Position

	R1
	Fusion is the source of worker records. SCIM from Entra creates and updates accounts in a domain whose population Fusion also manages.
	Decide before Step B5 which system owns which attributes, and confirm that Entra-provisioned accounts are provisioned into Fusion with the right roles by the existing Fusion process. Provisioning an identity-domain account does not by itself grant any Fusion role.

	R2
	The production domain holds eight accounts because production is not yet live. The first provisioning cycle is the initial load of the go-live population.
	Complete Part B early enough before 1 November that the full go-live population has been provisioned, reconciled against the assigned groups and signed in at least once through Entra. A provisioning fault found in the final week becomes a go-live risk.

	R3
	Identity matching depends on the Section 4 decision.
	Verify primary email in the console before Step A4, apply the chosen option consistently at Steps A4 and A5, and prove it with the pilot user before assigning groups.

	R4
	Unassignment in Entra deactivates the production account.
	Restrict application ownership and assignment rights in Entra; treat assignment changes as production access changes.

	R5
	Client secret expiry or rotation silently stops provisioning.
	Rotation date recorded at Step B2; regenerate the token and update Entra at every rotation.

	R6
	Entra signing certificate expiry breaks sign-in.
	Expiry recorded at Step A3; schedule rotation so it does not fall in the same quarter as the non-production applications.

	R7
	The six local service and administrative accounts must never be assigned to the application or federated.
	Verified at T-05 and at Step B6.
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